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Context: This literature review mostly emphasizes on the challenges and barriers for acceptance and implementation of electronic health
records (EHRs) in developing countries. Although the willingness of developing countries for acceptance and implementation of EHRs
is rising, they will face some challenges and barriers which can slow down their progress due to the multidisciplinary and complexity
characteristics of EHRs. Some of these challenges and barriers can be seen in the past and present histories of EHRs acceptance process
in developed countries too. Familiarity with these challenges and barriers will help developing countries to have better understanding
of these problems towards successful EHRs. The main goal of this survey is to study the challenges and barriers of acceptance and
implementation of EHRs in the developing countries and how they can overcome such problems.
Evidence Acquisition: Two databases, Pub-Med and Scopus with Combination of terms such as Electronic Health Records, Developing
Countries, Barriers, Challenges, Acceptance, and Adoption were searched. Totally, 514 articles extracted. Some exclusive criteria such as date
of publication (year 2000 and above) and having a close relation to the subject of the study (through abstract) were applied. The result was
eight articles from Scopus and 12 articles from Pub-Med. Also, 7 articles were extracted by general search in internet. Also, 11 articles with
the same search policies were selected from Journal of Health informatics for Developing Countries (JHIDC) with no exclusion criteria.
Results: Developing countries must be fully aware of challenges and barriers in their way towards EHRs. They also need to study the
experiences of countries which are successful in acceptance and implementation of EHRs. Developing countries also need to provide
infrastructures needed for a successful implementation of EHRs.
Conclusions: Despite the positive effects of EHRs in healthcare services, the acceptance rate of EHRs in developing countries and even
developed countries is still low. The developing countries are facing many problems in their way toward implementing successful EHRs.
Lack of infrastructures in information and communication technology, cost, and cultural resistance are considered as main barriers for
developing countries in their approach to accept and implement EHRs.
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1. Context
Developing countries are a highly diverse group with different views and concerns. These are countries with low
level of economy growth and inadequate technical and
social infrastructures especially in the area of Information and Communication Technology (ICT) and Health
Information Technology (HIT). They are less industrialized and need fundamental reforms in different aspects
of their society. Developing countries are usually technology dependent (1, 2).
HIMSS defines EHRs as a longitudinal electronic record
of patient health information generated by one or more
encounters in any care delivery setting. Included in this
information are patient demographics, progress notes,

problems, medications, vital signs, past medical history,
immunizations, laboratory data, and radiology reports.
The EHRs automates and streamlines the clinician's workflow. The EHRs have the ability to generate a complete record of a clinical patient encounter, as well as supporting
other care related activities directly or indirectly via interfaces including evidence based decision support, quality
management, and outcomes reporting. Today, Electronic
Health Records are considered as a major topic in health
informatics and is viewed as a key component of improving the quality of care while reducing healthcare costs.
There has already been a large volume of work done
internationally over the past decade on public domain
EHRs reference architecture requirements. In very broad
terms the requirements for truly global EHRs should en-

Implication for health policy/practice/research/medical education:
HIMSS defines EHRs as “A longitudinal electronic record of patient health information generated by one or more encounters in any care delivery setting.
Included in this information are patient demographics, progress notes, problems, medications, vital signs, past medical history, immunizations, laboratory data, and radiology reports. The EHRs automates and streamlines the clinician's workflow. The EHRs have the ability to generate a complete record
of a clinical patient encounter, as well as supporting other care related activities directly or indirectly via interfaces including evidence based decision
support, quality management, and outcomes reporting”.
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sure that it can be used, shared, and exchanged between
clinicians of all disciplines, across all sectors of health,
different countries, and different models of healthcare
and healthcare delivery systems. It should also support
secondary uses such as research, epidemiology, population health, health administration, financing, and health
service planning. Finally, it should facilitate the evolution
of existing systems as well as the construction of new systems.
Developing countries interested in EHRs must be fully
aware that EHRs have some severe problems inherent
in them such as high startup costs, high cost of creating
technological infrastructures, high ongoing cost, uncertainty over return of investment, high cost of transferring from paper based systems to electronic systems, and
developing national interoperable heath data exchange
protocols (3).
The chances for developing countries for successful acceptance of EHRs are higher if they are familiar with the
barriers and challenges associated with adoption and
implementation of EHRs.

1.1. Why Developing Countries Need EHRs

Traditional healthcare management continues to be
a big challenge for developing countries. Most developing countries have weak economy which forces them
to spend their limited financial resources very carefully
specially in costly areas such as healthcare services. Since,
a significant portion of any country's national budget is
allocated to healthcare services, health authorities are
looking for appropriate solutions to reduce the healthcare cost while increasing the health level of their society.
Many countries including developing countries have realized that EHRs can be considered as a good solution for
them to overcome most of their problems in healthcare
delivery services. A decade ago, computer technology
saved many lives by being used in imaging, surgery, and
clinical life support devices. Today, EHRs can change the
face of health systems drastically by reducing the cost of
healthcare services, reducing the medical errors, and increasing the patient’s satisfaction (4).
EHRs have the potential to improve clinical management, improve patient safety, reduce medical errors,
lower administrative and medical costs, improve point of
care decision support, fast access to patient’s records, and
also improving efficiency and effectiveness of healthcare
delivery systems. Public health authorities, Physicians,
nurses, healthcare managers, researchers, and patients
are the main beneficiaries of EHRs (5).
One of the biggest advantages of EHRs is changing the
traditional concept of patient medical records, access
type to patient medical records, patient and physician
relation, patient's medical information confidentiality,
reducing healthcare cost, and reducing the medical er-
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rors (6).
Staggering increase in costs as a result of increasing
population and specially growing elderly population and
hidden costs of medical errors are among other anxieties
of developing countries and even developed countries.
The IOM 1999 report represents the real treat of medical
errors. In this report and the subsequent report the usage of EHRs and other new technologies for increasing
the patient's safety and better quality of healthcare are
recommended (7, 8).
Health central administration is another distinct benefit of using EHRs. Electronic Health Records not only look
at patient as the main purpose of healthcare services,
but try to increase and change drastically the healthcare
quality too. EHRs can support the patients collected data
not only for clinical care but also for patient’s admission
and discharge, quality management, public health disease surveillance and reporting, better drug distribution
and consumption, easy exchange of data among distributed and heterogeneous health systems, and strategic
health decision making (9).
Portability and interoperability of medical data are big
advantage of EHRs. These are considered as key factors
towards globalization. Having a common medical language and unique medical data exchange protocol is necessary to ensure accessibility of patient’s medical information generated by various health settings in different
environments which are very heterogeneous and continuously changing. Interoperability is also essential for
online exchange of health information among disparate
health sectors. Moreover, medical records are considered
as a national asset and are valuable sources for medical
science researchers. Electronic Health Records are able
to facilitate health information transfer among different
healthcare sectors and substantially increase the amount
of medical data available to clinicians and researchers.
In the future, medical science researchers can access to
online medical databases containing massive amount of
data anywhere and at any time (10).
Electronic Health Records are not a single system. They
are a collection of inter-locking systems that were tied
to a series of complex clinical and administrative workflows. In fact, it can be looked as a virtual system that
results from the cooperation of several heterogeneous
systems (11). This characteristic of EHRs enables health
administrators and managers in developing countries to
have supervision and evaluation control over their programs and progress they make for effective healthcare
delivery services (12).
Evaluation studies that were conducted on several
EHRs show increase in physician’s time per working shift
which is a good sign for developing countries with shortage of physicians. EHRs can be also used as a very effective
way of screening the society for several health abnormalities such as children development delays (13).
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1.2. EHRs Challenges and Barriers
Healthcare delivery systems are among the most costly
and fundamental public services with domination over
almost all public sectors. The high cost of running and
improving healthcare delivery systems is among the reasons that most countries adopting EHRs as an effective
solution for reduction of cost and improvement of their
people’s health. Fortunately, even the cost of acceptance
and implementation of EHRs seems to be very high but it
is not a continual cost and it will return on investments
after a period of time (14).
There are certainly significant challenges facing EHRs
in both developed and developing countries encompassing structural, technical, financial, and social issues. Understanding these challenges is the first step to resolving
them. In the United State of America, On the basis of responses from 63.1% of hospitals surveyed, only 1.5% of U.S.
Box 1. EHRs Barriers and Facilitators
EHRs Accepting Facilitators
Financial Factors

hospitals had a comprehensive electronic health records
system (i.e. present in all clinical units), and an additional 7.6% had a basic system (i.e. present in at least one clinical unit) (15). Also, 11.9% of acute care hospitals in Austria
and 7.5 percent of the same hospitals in Germany in 2007
were using EHRs (16). Another study in 2007 showed that
only 10 percent of the hospitals and 10.1 percent of the
clinics in Japan had used EHRs. Also, in 2004, only 9 percent of educational and public hospitals in South Korea
had used some form of electronic health records (17).
Low rates of EHRs usage in countries that are highly
developed can indicate serious problems and obstacles
in the acceptance and usage of EHRs in developing countries too. Studying and understanding these obstacles
can be an easier path for countries interested in implementing electronic health records with less time and
cost (Box 1).

EHRs Accepting Barriers

Financial Factors: Initial Costs

EHRs Common Factors
Financial Factors

Government support

Software and hardware

Organization productivity

Insurance Companies support

Transition from Paper based systems
to electronic based system

Organization income

Technological Factors
Gradual implementation

Training

Financial Factors: Ongoing Costs

Organizational Factors
Organization size

Technical support

Software upgrade

Healthcare unit Type

Expert manpower

Hardware upgrade

Managerial methods

EHRs performance compliance

Maintenance ,training

System adaptability

Personal Cooperation

Financial Factors: Others
Ambiguity of ROI

Ethical and Law

Change in power structure
User-related Factors

Personnel tendency

Security and privacy

User age

Physician priority

Information ownership

User computer experience

Judiciary limitations

Ability to use EHRs

Physician Participation in system selection
Attention to personnel comments

Socio-Technical

User application of system performance

Insurance companies cooperation

Encouraging users with better use of EHRs

System low speed
System high failure
System complexity anxiety
User computer phobia
Shortage of specialists
Change of physician patient relation

One of the main barriers to the acceptance and use of
EHRs is the high cost of it. The costs includes various
items such as transition from healthcare paper-based
systems to electronic systems, hardware and software,
installation of internet and intranet networks, training
healthcare professionals, and ongoing costs as well as
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support and update of the computer systems. Private
healthcare providers usually do not have the ability to
tolerate high expenses; therefore, will show their interest
to simple solutions which usually do not have specification that are intended for EHRs (18).
High performance of EHRs is accessible if technologies
13
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such as telecommunication, internet networks, and necessary infrastructures are provided (19). Moreover, the existence of medical terminologies standards, and health
data exchange protocols are required for successful EHRs
(20).
Another important barrier to the successful acceptance and use of electronic health records is physician
resistance to migrate from paper-based systems to electronic systems. There are several reasons for physician
resistance against EHRs. The high cost of software and
hardware, Uncertainty about the true effectiveness of
EHRs, physician Belief of reducing the number of patient
visits by using EHRs, and the concern of the complexity
of working with EHRs can be mentioned as some reasons
for physician resistance (21).
Existing governmental Regulations and Directives that
control the operation of the healthcare environment
have been affected by the constraints and characteristics
of traditional systems based on paper. These regulations
are unable to respond to the new conditions created by
the new information technologies. In addition, many
countries are still considering paper based medical records as a requirement for health care providers which
make it difficult for them to eliminate paper from their
operation environment. Therefore, the slow transition
from paper medical records to electronic medical records can be considered as another challenge for acceptance and use of electronic health records (22).
Time commitment for success is another challenge
to EHRs. Usually, Full implementation of EHRs does not
result in short term and takes many years to roll out.
Healthcare providers are not patient enough to wait so
long for the full benefits of EHRs (23).
Electronic Health Records successful performance requires cooperation and acceptance electronic health records by real users, including physicians, nurses, CEOs,
and other influential users in the field of healthcare.
Users play an important role in the success or failure of
EHRs. Therefore, taking into account the views and experiences of users along with their training before and after
EHRs implementation can affect the success or failure of
electronic health records implementation. Healthcare
managers must understand the critical success factors
and do not follow the acceptance and use of electronic
health records through applying pressure on their employees. Bottom-up management can be challenging and
encourage EHRs users to increase the use of electronic
health records (24).
Today the relation between patient and physician is face
to face. Electronic health records along with other concepts such as Tele-medicine and mobile health can change
this type of relationship. Cultural and social customs in
some developing countries are still willing to accept the
old view of the relationship between patient and physician which can be considered as a barrier for advanced
technologies and EHRs. Confidentiality of patient medi14

cal information could be known as another challenge for
EHRs. Healthcare providers insist for confidentiality of
patients' medical information and believe that internet
is not a secure way of data exchange. On the other hand,
there are patients who are very concerned about ethical
and unethical use of their medical information and do
not believe deeply the security promised by EHRs (25).
Today, many organizations such as HIPAA seek to develop
procedures and regulations to ensure the security and
confidentiality of patients' medical records (21).

2. Evidence Acquisition

Two databases, PubMed and Scopus with Combination
of terms such as Electronic Health Records, Developing
Countries, Barriers, Challenges, Acceptance, and Adoption were searched. Totally, 514 articles extracted. Some
exclusive criteria such as date of publication (year 2000
and above) and having a close relation to the subject of
the study (through abstract) were applied. The result was
8 article from Scopus and 12 articles from Pub-Med. Also, 7
articles were extracted by general search in internet. Also,
11 articles with the same search policies were selected
from Journal of Health informatics for Developing Countries (JHIDC) with no exclusion criteria.

3. Results

The study includes 31 articles that have considered
barriers to EHRs as perceived by different health professionals. Eight main categories of barriers including infrastructures, Technical, Financial, Legal, Social, Organizational, change process, and time were identified. It is
very important to realize that all mentioned categories
are interrelated with each other. Developing countries
interested in accepting and implementing EHRs must
consider the experiences of countries which are successful in EHRs and also must accept a change in their health
management perspective.

4. Conclusions
Electronic Health Records challenges and barriers in
one developing country may differ from another one.
But there can be some common issues which have major
role in the successful acceptance and implementation of
EHRs. Some of these barriers may cause the total failure
and some slowing down the acceptance and implementation of EHRs. Some barriers are known local and some
of them are considered global. A successful acceptance of
EHRs can be done when it is considered both locally and
globally.
Developing countries have to accept that the acceptance and use of electronic health records are faced with
many challenge and barriers. The most important problem they are faced is that they have to allocate most of
their valuable and limited financial resources for EHRs
Razavi Int J Med. 2013;1(1)

Hassibian MR
while they do not have a codification national strategic
plan and a clear and realistic goals regarding electronic
health and in particular EHRs. Even though, Readiness
for accepting EHRs is of great help, but developing countries must first define their own national vision, strategic
priorities, and strategic initiatives of EHRs.
Developing countries, before any action, should define
their objectives of investing and encouraging healthcare
providers to invest and use EHRs. They must make it clear
for themselves that what kind of health problems can be
solved by EHRs and what will be the real position of EHRs
in their health system. Also, they have to clear the ownership, custodian for codification of health data exchange
protocols, accessing methods, developing medical terminologies, and medical services code words.
With regards to the type of challenges and barriers
which were mentioned, particularly in funding the implementation cost of EHRs, the role of government will
become very crucial. Governments can facilitate the acceptance and implementation of EHRs by sponsoring
healthcare providers, providing appropriate loans for
healthcare providers who are interested in using EHRs,
introducing incentive packages, guiding the public
opinion towards accepting inevitable changes in the
traditional healthcare services, legalization paperless
healthcare services, ensuring healthcare professionals of
benefits of using EHRs, ensuring physicians of no reduction in their number of visits, and also the role of EHRs in
reducing medical errors.
Developed countries such as Australia, Germany, and
New Zealand have overcome many social and technical
challenges and barriers of EHRs and have reached to a
reasonable point of ICT and HIT. It is a good opportunity
for developing countries to use the experiences of such
countries in their way towards EHRs. Of course, developing countries must realize that the nature of their EHRs
challenges and barriers may be totally different with
those of developed countries. Healthcare models in developed countries may deliver high quality care but may
be not cost effective for developing countries (26).
Electronic Health Records acceptance is a bottom up
process. All major health players such as healthcare legislators, public health officials, healthcare providers,
healthcare payers, physicians, clinicians, consumers, and
EHRs vendors must be deeply involved. Physician’s commitment and willingness to adopt EHRs is a key element
for successful adaptation of any electronic medical system. Physicians and other healthcare providers must be
convinced that EHRs are essential for their future healthcare services. It is also important that general public realize the effectiveness of new ideas such as the integration
of their lifetime medical records.
It is important for developing countries to establish a
Health Transition Authority Center (HTAC) for supporting the national vision for EHRs through defining and developing objectives, frameworks, priorities, health stanRazavi Int J Med. 2013;1(1)

dards and health data exchange protocols. In fact, The
HTAC coordinates the development and progression of
centralized or decentralized interoperable EHRs through
collaboration with healthcare providers, healthcare payers, EHRs vendors, and different level of health policy
makers. Different work groups inside HTAC define and
develop the communication backbone of the national ehealth system, patient identifiers, health data exchange
standards, medical terminologies and clinical vocabulary data sets, EHRs ontology, secure messaging and authentication, and also defining clinical processes such as
referrals, discharge, pathology diagnostic, imaging, and
medication management.
Technical and clinical standards and also structured
data organization are essential for EHRs to interoperate
in a meaningful way (27). EHRs vendors may implement
their own developed technical and clinical standards in
their products which results in systems that are not interoperable. This does not mean that they do not want
to adopt standards, but it may be because of the lack of
information they have regarding the existing certified
standards. HTAC can coordinate EHRs vendors towards
a national EHRs product. As an example, HTAC can introduce health information standards to EHRs vendors.
HTAC can develop their own national health information
standards, or consider the standards developed by other
work groups such as HL7, Committee European de Normalization-Technical Committee (CEN TC), and American
Society for Testing and Materials (ASTM).
Today, many studies conducted by Local or international health organizations in African Countries such as
Kenya and Mozambique, indicates that providing and
monitoring care for diseases such as HIV/AIDS requires
complete and accurate documentation of patient visit information and test results, Data quality which is judged
based on completeness, accuracy, and reliability plays an
important role in efficiency of EHRs.
It is wise for developing countries interested to accept
and implement EHRs to have a clear understanding of
their expectations of EHRs. Full EHRs usually require entering a large volume of patient’s data items which can
be used for better healthcare services and monitoring the
public health. Entering data is costly and time consuming. Therefore, health managers should pay attention
to the type and amount of data they need. This will be a
good guide for them in selecting suitable EHRs.
Acceptance and implementation of Electronic Health
Records in developing countries is hindered by many
barriers such as lack of well-defined national health strategy plan, weak economy constraint, un-suitable ICT and
HIT infrastructures, cultural and social challenges, lack
of health data exchange protocols, lack of medical terminology and vocabulary standards and code sets, and
finally lack of ICT and HIT expertise. If developing countries want to appreciate the numerous benefits of EHRs
and avoid the barriers they are faced, they do not need to
15
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repeat everything from the scratch. They can save money
and time by observing half a century successful experiences of EHRs progression in many developed countries.
Understanding and realization of the society’s healthcare delivery systems weaknesses that cause the high cost
and scale down the progress, effectiveness, and coverage
of healthcare services is the key factor of success for acceptance and implementation of EHRs in any developing
country.
Electronic Health Records acceptance and implementation is not an easy task and needs new health regulations,
new vision and methods of health management, ICT and
HIT infrastructures, well informed and expert manpower,
re-engineering of healthcare workflows, health data exchange standards, clinical vocabulary and medical terminologies code sets, money and also patience.
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